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The document titled "Operational Management of RCS for Business Agents" provides detailed guidance for the setup and management of RCS for Business Agents including the approval process of RCS for Business Agents by the Belgian Mobile Operators. This document has as objective to inform the Company, requesting an RCS for Business Agent, of the procedure for approval of Agents.
Key sections include:
· Agent Setup Guideline: Outlines the steps to build and qualify an RCS for Business Agent using the Google RCS for Business Console, ensuring compliance with relevant policies and contractual specifications.
· Brand Verification: Details the process for obtaining brand approval to prevent infringement, including sending a Brand Approval Letter to designated email addresses and ensuring the brand contact aligns with Google Console records.
· Agent Naming and Privacy: Stresses the importance of using recognizable brand names for agents and providing privacy and consent URLs in accessible formats.
· Acceptable Use Policy Summary: Highlights business rules, monitoring, cooperation, and the handling of content changes, spam prevention, and user consent.
· Decision Tree Approval Flow: Describes how Belgian Mobile Operators manage Agent approval, suspension, and termination based on compliance with launch criteria and behavior.
Overall, the document serves as a comprehensive guide for the operational management of RCS for Business Agents, ensuring they meet regulatory and policy standards to operate effectively within the Belgian market.
This document will be updated regularly. 
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I. Definitions
Underneath you find the most common definitions used in this document. For more information, consult the definitions used in the RCS Business Messaging Glossary  |  Google for Developers[footnoteRef:2] [2:  RCS Business Messaging Glossary  |  Google for Developers] 

· Agent: A conversational representation of a Brand, managed by an Agent Owner. Includes any interface users interact with, and any code or infrastructure required to power the interaction.
· Agent Owner = Company: The legal entity or organization, the requester of the Agent. This may be an aggregator, a brand, a carrier, or any other type of organization or individual who contracted with the Belgian Mobile Operator.
· Belgian Mobile Operator: A company authorized to operate public electronic communication networks or to provide public electronic communication services via the frequency spectrum.
· Brand: The identity associated with a company's products or services. An organization or group represented by one or more Agents.
· Google Jibe RCS for Business Console: Web-based interface provided by Google for managing and monitoring (RCS for Business) Agents and their interactions. It allows businesses to administer their RCS for Business Agents, review their performance, and ensure compliance with policies.
· RCS for Business formerly known as RBM (RCS Business Messaging)

II. [bookmark: _Toc204683715]Agent set-up Guideline
(a) [bookmark: _Toc204683716]INTRODUCTION
This Agent Setup Guideline is an overview to help understand the requirements needed when building the Agent in the Google RCS for Business Console, so that the Agent is qualified to be launched in the Belgian market. Furthermore, make sure to comply with Acceptable Use Policy  |  Business Communications  |  Google for Developers and all correlating contractual specifications for the use of the Google RCS for Business Console.
Every Agent needs to be approved by the Belgian Mobile Operator before it is allowed to send messages to the related Belgian Mobile Operator subscribers (i.e. end users). Therefore, please make sure to follow this guideline.
(b) [bookmark: _Toc204683717]BRAND VERFICATION
To get an Agent approved, the ‘Brand Approval Letter’ needs to be sent by the Brand via the Brand Contact to the following email address:  
· rbm.agent.approval@telenetgroup.be 
· pxw.rbm@proximus.com
· rbm_agent_approval@orange.be
The Brand verification is needed to avoid Brand infringement. 
When the Agent is approved, the recipient will see the checkmark symbol and “verified by TELCO” writing. TELCO will be replaced by the relevant Belgian Mobile Operator-Brand.
(c) [bookmark: _Toc204683718]BRAND CONTACT
The Brand Contact provided in the Brand approval request should be identical to the one in the Google Console.
[bookmark: _Toc204683719]IMPORTANT NOTE
Agents that will send aggregated traffic for multi-brand will NOT be accepted! For every use of an Agent, the Agent Owner needs to be able to provide written consent of the related Brand the traffic comes from / originators upon request. A breach will result in suspension and/or contractual penalty.
1 Agent = 1 Brand, 1 Brand can have several Agents. 
(d) [bookmark: _Toc204683720]AGENT NAME / DISPLAY NAME AND DESCRIPTION
The Agent Name is the sender ID that an end user will see in their messaging inbox to identify the sender of the message. This needs to be a concrete and recognizable Brand Name, with additional use case specific extension if needed. 
A Brand Name is considered recognizable when a website with the Brand Name is available and other concrete touchpoints and client interfaces (telephone number, …).
Examples of how one Brand can have several Agents: 
· ‘Nike’ as end user Brand plus Customer Support as specific use case extension = Nike Customer Support’ as the Agent Name. 
· ‘Nike’ as end user Brand plus ‘Belgium’ = ‘Nike Belgium’ as the Agent Name for the shops of Nike in Belgium
All further explanation and differentiation need to be covered in the description rather than the Agent Name.
We don´t accept generic Agent Names like e.g. OTP or Car Rental, and make sure to run only one Agent with the same Agent Name as required by the Google Acceptance Use Policy Acceptable Use Policy  |  Business Communications  |  Google for Developers
(i) Demo Agents
Agent name for Demo Agents should have the “Demo” in the Agent name.
(e) [bookmark: _Toc204683721]REGION
For security and data protection reasons, the Region parameter needs to be set to ‘EUROPE’ which implies full compliancy with all relevant Belgian and EU security and data protection legislation. Other regions will lead to Agent rejection for becoming active as an Agent in Belgium.  See more: https://developers.google.com/business-communications/rcs-business-messaging/terms-and-policies/data-security

As a condition of RCS Agent approval, all personal data relating to end users must be stored and processed within the EU/EEA or in a country covered by a valid European Commission for adequacy decision: “Data protection adequacy for non-EU countries”. The Agent Owner must ensure compliance by all hosting providers, sub processors, analytics platforms, AI providers, and other third parties, and must be able to demonstrate the relevant storage and processing locations upon request. Non-compliance may result in rejection, suspension, or termination of the Agent.
[bookmark: _Toc204683722]
(f) Event Type CATEGORY
Each Agent needs to select the category that relates to its use case. 
Available options are: 
· Non-Conversational
· Conversational (A2P/P2A sessions instead of every single message when it comes to that). 
New Categories will be announced by the Belgian Mobile Operators when available.
(g) [bookmark: _Toc204683723]USE CASE CATEGORY
Each Agent is assigned to a relevant category. If you have a multi-purpose Agent, you can select multi-use to ensure that there are no restrictions. 
(h) [bookmark: _Toc204683724]POINT OF CONTACT
For “Contact #1” provide a human contact person that can be reached if needed. 
(i) [bookmark: _Toc204683725]AGENT EXPERIENCE
Input / documentation to the questions in the Google RCS for Business Console is a pre-requisite for Agent approval.
(j) [bookmark: _Toc204683726]AGENT PREVIEW
Provide screenshots and/or video of the Agent to visualize and give a preview of what to expect from an end user perspective. Aim is to give the Belgian Mobile Operators a better understanding of what to approve as well as for better understanding when it comes to complaints / requests.
(k) [bookmark: _Toc204683727]AGENT CONTACT DETAILS
Within the Agent contact details that will be presented to the end user when they open the Agent info page, make sure to provide an end user website, an end user support hotline and support email with the Brand extension clearly recognizable for the end user (as example a generic email extension as gmail.com is not acceptable). 
Non-working URLs/Phone numbers and emails will result in a rejection.
(l) [bookmark: _Toc204683728]PRIVACY AND CONSENT URLs
It´s mandatory to ensure that the Brand provides data privacy information in accessible public web URLs and if legally applicable end user related terms & conditions. This needs to be in local language or at least provide a selectable language menu to come to a translated version of those.




III. [bookmark: _Toc204683729]Summary of Acceptable User Policy 
	Topic
	Change Extract

	Business rules
	· Agents must use the legal business name (e.g., XYZ Company LLC) of the Brand
· All Agents must support a “STOP” message and be able to process and adhere to users’ request to opt-out.

	Monitoring & cooperation
	· The Belgian Mobile Operator may monitor traffic to ensure compliance with these policies
· You will cooperate with the Belgian Mobile Operator to ensure compliance with these terms and policies in accordance with applicable law.

	Content ‘drift’
	· The Agent approver must be notified of all changes (including consent validity, Agent information and content) and may need to be approved before such changes may be launched.
· A developer may change the content of a registered Agent throughout its lifecycle if consistent with the registered Agent category and user consent.

	Suspension & Agent
‘re-spawning’
	· If the Belgian Mobile Operator or the Google RCS for Business Console becomes aware of a violation of the RCS for Business Service agreement policies by an RCS for Business Agent, the Belgian Mobile Operator will immediately suspend that Agent. The RCS for Business Agent may be reactivated if the Company establishes the agent’s compliance with the RCS for Business Service Agreement policies within a reasonable timeframe of such Agent being noncompliant. If a developer has a suspended RCS for Business Agent(s), the Belgian Mobile Operator will not approve any additional Agent(s) until all suspended Agent(s) for that developer are corrected (according to the RCS for Business Developer Documentation and any other requirements provided by the Belgian Mobile Operator) and reactivated following such correction. If the developer fails to correct a noncompliant Agent(s) within the required timeframe and/or has multiple Agent noncompliance violations, the Belgian Mobile Operator may (or if requested by the Google RCS for Business Console, the Belgian Mobile Operator will) immediately suspend developer’s account and all of their Agents without any warning. The foregoing is in addition to the other suspension rights that the Belgian Mobile Operator may exercise or remedies that the Belgian Mobile Operator may pursue.

	Agent ‘snow shoeing’
	· You may only have one Agent delivering the same content (e.g., promotional campaign for XYZ Company’s new product) to the same user.



	Spam definition
	· Don’t spam users. Examples of spam include unsolicited promotional or commercial content, unwanted, repetitive, or nonsensical content, or any content or Agent behavior that results in user spam reporting. To ensure that you do not spam or facilitate transmission of spam, please follow the guidelines below:
· Ensure that you only communicate with users who have explicitly opted into receiving your messages
· Do not send unsolicited content or aggressively message users
· Do not sell, exchange, or distribute user phone numbers without their consent to a third party
· Abide by any applicable local regulations, such as specific opt-in requirements before messaging mobile subscribers, record keeping, and opt-out requirements

	
User Consent
	
You must first provide end users with notice and obtain consent prior to soliciting any end user. In addition to the requirements in the applicable Google Communication Terms of Service and unless expressly prohibited by applicable laws, Belgian Mobile Operators recommend that your notice and consent include the following:

Notice must be transparent

You must clearly inform users how their data (whether identifiable or pseudonymous data) is used and/or processed through the entire data lifecycle. For example, to send a user RCS for Business messages, you must clearly inform the user that you intend to use their phone number to send them messages about a specific product, service or topic in addition to obtaining consent in accordance with the requirements below.

Consent requirements

Acceptable consent must meet the following parameters:

Informed. To obtain informed consent, notice must be transparent, as described above.

Layered. Where necessary, you should take a layered approach to your consent, placing key information in the first layer, with supplemental information in the second layer.
- The first layer must include information that has the most impact on the user and notice about any processing that may surprise the user (such as the identity of the data controller(s), the purpose(s) of the proposed data processing, the type(s) of data collected / used, and the mechanism to withdraw consent).
· The second layer must be easily accessible (e.g., “learn more about…” link) and provides supplemental information that would be useful to the user.

Framed as a free choice:

· Consent options must be presented equally
· Don’t block core aspects of a product if a user does not agree. Declining should not have a significant negative consequence.
· It should be clear to users that consent is optional

Unambiguous and specific:

· Use simple, concrete language
· Obtain clear, affirmative indication of consent form the user (e.g., “I agree” or “I consent”, “Decline” or “Refuse”)
· Request consent for specific purpose(s) and clearly separate requests for consent from information about other things

Revocable: Include a specific destination that allows users to withdraw their consent at any time.

· Give users a simple means to revoke consent. This means making revocation easily accessible and possible for the user to revoke their consent via the relevant Belgian Mobile Operator Communication Product (e.g., replying “STOP” to a SMS or RCS for Business message)

Recorded: Each instance of consent (and consent withdrawal) record must be centralized and auditable.

Regional variation: Certain jurisdictions may include variations or additional requirements to notice and consent. It is your responsibility to ensure that your notice and consent practices comply with all applicable laws.

Additional measures

The Belgian Mobile Operator may request documentation or records related to your notice and consent practices from time to time, which you must provide to us within 3 working days. If the Belgian Mobile Operator reasonably determines that your consent and notice practices are insufficient (even if such practices comply with applicable laws), the Belgian Mobile Operator may require that you implement additional measures to ensure that the user has clear notice and can provide informed consent and/or revocation of such consent, which you must promptly implement.

	Political Content
	Content or services related to political campaigns such as those that promote or undermine a political figure or party, conduct opinion polls or political surveys, discuss election integrity, or predict election results. All political content must comply with local laws and regulations.





IV. [bookmark: _Toc204683730]Brand Verification Letter

This Brand Verification Letter is designed to prevent fraud, protect the end user and the Brand. Each Agent is verified by the Belgian Mobile Operator which allows the end user to directly recognize the validity of messages sent by the Brand.

The completed and signed letter is to be sent to the contact e-mail address of the following mobile operators: 
Mailto:
· rbm.agent.approval@telenetgroup.be  
· rbm-support@proximus.com
· rbm_agent_approval@orange.be

	BRAND OWNER 
	BRAND NAME

	AGENT CONTACT NAME

	AGENT CONTACT EMAIL

	AGENT OWNER


	
	
	
	
	



Dear Belgian Mobile Operator,

We hereby confirm the launch and operations of RCS for Business Agent(s) on our behalf. The RCS for Business Supplier of choice, named here above, is authorized to use the Agent Name(s) and the Brand’s logo as the originating name displayed to end users on the handset.

Best regards,

To be signed by the Brand Owner’s representative: 

Company Legal Name representing the Brand. 
VAT / MOSS number or European Company number: 
Registered address:
Company website and domain:
Name Representative (with authority to sign):  
(Company) Email address:
Job Title:
Date: 



		
		
		Signature
V. [bookmark: _Toc204683731]Decision Tree Approval flow
[bookmark: _Toc204683628][bookmark: _Toc204683732][image: ]

VI. [bookmark: _Toc204683733]Review of Agent launched via the RCS for Business Administration Console
The Belgian Mobile Operator will actively manage Agents on its network. The Belgian Mobile Operator will need to approve Agents to launch on its network before an Agent can send traffic to end-users over the Belgian Mobile Operator’s infrastructure.
If active Agents behave erratically, cause spam, or break policy or agreements, the Belgian Mobile Operator will suspend or terminate the offending Agents.
Each Agent's status on its network is fluid. All Agents that want to launch on its network start in a Pending state.
If the Belgian Mobile Operator  approves  the Agent, it launches and can send traffic on its network.
If the Belgian Mobile Operator  rejects  an Agent, the Belgian Mobile Operator will work with the Agent Owner to resolve issues so that the Belgian Mobile Operator can approve the Agent, or that the Belgian Mobile Operator can remove it from its network.
If the Belgian Mobile Operator  suspends  an Agent, it temporarily can't send traffic. Reactivating  an Agent returns it to Launched status, while  terminating  an Agent permanently removes it from its network.
(a) [bookmark: _Toc204683734]Choose an Agent with a Pending status.
· The Belgian Mobile Operator will assess the Agent against the launch criteria for its network.
· review the Agent’s  Use Case (https://developers.google.com/business-communications/rcs-business-messaging/guides/learn/what-are-use-cases#UseCases) and  Billing Category (https://developers.google.com/business-communications/rcs-business-messaging/guides/build/agents?mode) l=xion#billingCategory) to ensure the Agent aligns with the Agent's expected behaviour.
· Navigate to Launch to review the Agent's launch information.
(b) [bookmark: _Toc204683735]Approve an Agent
If an Agent complies with the launch criteria for its network, the Belgian Mobile Operator will approve the Agent launch. When the Belgian Mobile Operator approves an Agent to launch on its network, the Agent can immediately begin communicating with the Belgian Mobile Operator’s end-users.
(c) [bookmark: _Toc204683736]Reject an Agent
If an Agent doesn't comply with the launch criteria for its network, Belgian Mobile Operator will reject the Agent launch. 
The reasons for rejections of RCS for Business Agents might be the following. Note that this is not an exhaustive list of reject reasons.  
· [bookmark: _Toc204683737]Not Contracted Supplier: A commercial agreement with the Belgian Mobile Operator(s) is needed to reach Belgian end users via Google RCS Business Messaging.  Please check www.rcs.be for further information and contacts.

· [bookmark: _Toc204683738][bookmark: _Toc204683739]Not register developer of signed supplier: This “Agent Owner” is unknown / not authorized by the signed agreement.  Please reach out to your commercial manager if it needs to be updated.
· Agent name does not match Belgian’s Agent guidelines: “Agent name” does not match Belgian’s Agent Guidelines and definitions, please update accordingly.
· [bookmark: _Toc204683740][bookmark: _Toc204683741]Brand Approval letter not received: Belgian Mobile Operators did not receive a valid signed Brand Approval letter for the requested Agent. Feel free to (re)submit the letter.
· Provided Agent information does not match Belgian Agent Guidelines: To comply with Belgian Agent Guidelines, please update the missing Agent information accordingly.
When the Belgian Mobile Operator rejects an Agent, the Belgian Mobile Operator needs to provide a reason, which needs to be communicated to the Agent Owners.
If the Belgian Mobile Operator rejects an Agent, he will reach out to the Agent Owners to try to fix the issues that have been identified.
· Find the Agent's primary email in Agent information.
· Find the email for the individual who submitted the launch request in the Agent's launch questionnaire.
If the Belgian Mobile Operator and the Agent Owner can resolve the issues, the Belgian Mobile Operator will  approve  the Agent launch. If the issues can't be resolved, the Belgian Mobile Operator will remove the Agent from the RCS for Business Administration Console.
Caution: If the Belgian Mobile Operator rejects an Agent and removes it from the RCS for Business Administration Console, the Agent Owner must restart the Agent launch process before resubmitting their Agent to launch on its network. This takes time.
(d) [bookmark: _Toc204683742]Suspend an Agent
When an Agent behaves erratically or breaks the agreement, the Belgian Mobile Operator will suspend the Agent to temporarily halt its traffic on its network. Suspending an Agent gives the Belgian Mobile Operator the opportunity to investigate its recent behaviour and reach out to the Agent owner.
(e) [bookmark: _Toc204683743]Reactivate a suspended Agent
When the Belgian Mobile Operator or an Agent owner resolve issues with a suspended Agent, the Belgian Mobile Operator will reactivate the Agent to re-enable its traffic on its network. When the Belgian Mobile Operator reactivates an Agent, the Agent can immediately begin communicating with the Belgian Mobile Operator’s end-users.
(f) [bookmark: _Toc204683744]Terminate a suspended Agent
If the Belgian Mobile Operator suspends an Agent, but neither the Belgian Mobile Operator nor the Agent owner can resolve the issue that prompted suspension, the Belgian Mobile Operator will terminate the Agent. Terminating an Agent removes the Agent from its network and from the RCS for Business Administration Console.
Caution: If the Belgian Mobile Operator terminates an Agent, the Agent owner must restart the Agent launch process before resubmitting their Agent to launch on its network. This takes time.
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